Low-Latency Privacy-Aware Robot Behavior guided by Automatically Generated Text Datasets
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Abstract

Objective . Realize humanoid robot exhibiting privacy-aware behavior.

A Potential Privacy
Violation

Summary : Without collecting ethically sensitive images, distill knowledge
from an LLM and achieve text-based image privacy recognition. f;)rmal

Background

Humanoid robots with human-like appearance should behave naturally and consider privacy
= User study with 200 participants

Problems of existing methods

€ Discomfort arises when a robot observes private scenes B Specialized model (Image Privacy Recognition Model) :
(e.g., changing clothes, smartphone/PC screen). usually requires an image privacy dataset
€ Robot observation causes less discomfort than cameras or humans. Image Privacy Dataset I
However, discomfort remains 1n private contexts. -
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¢ Discomfort rating for 10 types of actions and information were collected on a 5-point scale across 3 conditions Causing large delay

Proposed Fl‘amEWO l‘k Automatically defining privacy indicators .
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ethical concerns by utilizing a text dataset automatically P A
constructed by an LLLM. ®
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?nllagtme ;moment in a private, embarrassing LLM Prlvacy Text Dataset (LPT Dataset) @ Indicator: “Vulnerability (VULN)”
situation that you don't want anyone to see or ‘ 1. Changing clothes 2. Smartphone Screen 3. Yawning Description: “Physically exposed or .
\_photograph. .. ’ ’ : - 0 in a vulnerable state ... Aggregatlng
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Experiments Examples of LPT Dataset text and scores
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Details of LPT Dataset Having your pants accidentally torn in a very public place. 0 6 8 7 9 10
e Model: GPT-40 Having your phone sent a personal message to a group chat by mistake. S 7 0 6 3 9
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# Methods Text Dataset I .
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IV| LVLM-simple |- CLIP-TIPR (III) achieved i Proposed methods (III * III+V) achieved
v LVLM-cot - accurate and robust performance ! accurate and low-latency recognition

* Improve recognition for fine-grained actions and objects.
* Address differences in privacy perceptions across cultures and individuals.

Future Work
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